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Mission statement

Delegated by the UTS International Committee, the China Working Group (CWG) aims to develop an engagement strategy with
China for the next three years.

CWG considered existing relationships with China, as well as other strategic works across UTS that have a direct/indirect impact on
engagement with China. CWG also consulted widely across central teams and all faculties. Conscious of the many aspects UTS
engagement encompasses in China, CWG identified in-scope and out-of-scope items for the strategy in its current form. There is no
doubt that other aspects can also be taken into consideration, however CWG found that the 6 in-scope items currently in the strategy
are the most important to review and progress at the current stage. The strategy is meant to be a live document that should revised
on a regular basis.

The broader Australia-China relationship plays a key role in the flow-on effect upon the higher education sector. Acknowledging every
relationship has its ups and downs, this strategy, covering the next 3 years, considers potentially less constructive overarching periods
of bilateral relations.

COVID-19 impacts many aspects of the UTS relationship with China, therefore, to some extent a COVID lens is applied in this
strategy, including recovery from the pandemic as well as maximising new opportunities post-COVID.

CWG members are:

Dist Prof Chengqi Zhang Associate VP (Research Relationships China)

Mary Ma Regional Manager, North Asia, UTS International

Dr Leona Tam Associate Dean International, Faculty of Business

Peter Harris Chief Officer Partnerships and Growth, Insearch

Leo Mian Liu Vice President, Global Partnerships & Director, UTS International
John Kennedy International Development Manager, Faculty of Business

Martin Lloyd Director, Research Office

Eva Choi Head of Global Recruitment, Insearch

A/Prof Jingqing Yang China consultant, International Studies and Global Societies, FASS
Dr Wenbo Peng Postdoctoral Research Fellow, Health

Wanling Qu In-Country Director China

Kirsten Murray Director International, FEIT

Dr Grace Li Associate Dean International, Law

Ellen Poels Manager International Partnerships, FEIT







GIPA2021/04 - doc 1

Background

UTS has a longstanding relationship and a substantive number of partnerships with China. The relationships encompass research &
HDR partnerships, teaching collaborations, student and staff mobility, deliveries of short courses and joint institutes. UTS recruits in
China actively, via agents and via Insearch. In 2019, 57% of commencing international students at UTS came from China, including
34.99% Chinese students articulating into UTS UG courses via Insearch Diploma or Foundation pathway (source IAMS data). At the
same time, a growing number of domestic students chooses to spend time in China for studies. In the past few years, UTS has had
a number of successes in seeking NCP grants to facilitate its China based mobility programs. China has been seen as one of the
most popular destination countries for UTS outbound students. Research collaborations result in closer operational and HDR
relationship, as well as a better understanding of the China research and innovation landscape, which contributes greatly to building
the UTS brand and industry relations. UTS and Insearch China offices provide support for direct engagement with industry,
government, media, partners, education agents, students and alumni. UTS ACRI provides independent research and opportunities
for dialogue on the bilateral relationship with China to UTS and the wider community. The existing engagement is positive and covers
a wide range of activities, it is however still possible to further maximise relationships, extend the recruitment strategy, better promote
‘UTS brand’ and keep looking for new opportunities in a rapidly changing environment.

1 Recruitment

The largest number of international students at UTS comes from China, via direct entry, Insearch, agent, studying in a TNE program,
pathway and articulation programs. While diversification of the student body is important, maintaining strong recruitment from China
is critical in post-COVID in order to mitigate the financial impact of the pandemic.

1.1 General recruitment (including via Insearch)

Now@UTS

Direct recruitment (offshore & onshore) is the main source of Chinese students at UTS (refer Appendix A). UTS currently:

e Hold a steady approx. 5% market share from China. By comparison, the ATN market share overall has been declining (from
14% in 2015 to 12% in 2018) while the Go8 market share has risen steadily. It emphasises the desire of Chinese students to
study at universities with the best international reputation.

e Has a similar UG and PG number of students from China, 49% PG vs 51% UG in 2019. The number of UG students since
2015 has risen rapidly, indicating a trend to start overseas study younger (including via pathways and school experience).

e All faculties have seen a rise in student number since 2015 with FEIT and Business having the fastest growth.

e Works closely with Insearch for recruitment pipeline as well as marketing and communications.

Future direction

While UTS has strong recruitment results over the last 5 years, COVID 19 revealed an opportunity to consider a China-specific
recruitment strategy, spanning the next 3 years and working across all Faculties. This strategy should include:

e Enhance information sharing: faculties are looking for more in-depth market intel, and recruiters need more in-depth info from
faculties. This can be facilitated via:

» An integrated approach to yearly activities (as well as more promotional events), including leveraging academic travel
and in-country presence and faculty attendance to (virtual) events
» Yearly market and faculty update forum for China and possibly other key recruitment markets

e Faculty to lead a regular systematic and focused review of academic programs with an aim to check the attractiveness and
suitability to the China recruitment market, noting that other main markets will also need to be taken into consideration An
annual review is preferable although faculties are encouraged to develop their own review schedule. This review is best to be
done with the involvement of UTSi recruitment team as well as relevant international person/s within the discipline. In way of
doing this, it can also reveal:

» Needs to introduce in demand new courses to reflect UTS research and teaching strength
» Opportunities to optimise length and structure of existing courses
» Opportunities to update some key courses, in sync with or in advance of market sentiment

e Review and optimise China-specific scholarships to:

» Maintain UTS competitiveness and reflect dynamic market needs
» counter COVID-19 impact; and strategise for post COVID years

¢ Develop a high school engagement & recruitment strategy for China. There is an indication in numbers, via agents and external
information (e.g. Austrade) that currently students start considering and preparing for an international education experience at
an earlier age. For example, students enrol in an international high school with a view of completing university studies online.
UTS does already recruit directly from some high schools, but there is opportunity for a more consistent and long-term school
engagement and recruitment strategy. Following can be considered in this strategy:
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Identify specific schools for UTS to work closely with

Collaborated UTSi and Faculties engagement with schools

Targeted recruitment and conversion including targeted parents, school teachers and counsellors engagement and
targeted scholarship

» Enhanced onboarding and pastoral care for schools students after commencement

YV V

Y s.2.1.3

s.2.1.3

YV VYV

Y VYV

e  Continue current online recruitment efforts including:

» Coordinated UTSi and faculty efforts as appropriate
» Increased number of activities for target audience (e.g. disciplinary-based event; special info sessions for parents and
others)

e Continue to work closely with Insearch to:

» Implement the China Digital Strategy including UTS China website and WeChat app, both for initial interest of students,
as well as for the conversion of students

» Leverage Insearch’s strong in-country presence and marketing/PR expertise and contacts

» Maximise new programs such as the Insearch Pre-Master program, targeting students in China that currently are not yet
considering UTS as a study destination

»  Continue the joint effort in promoting UTS programs among the Insearch students to maintain the interest and maximise
the progression rate

» Extend and deepen the geographic footprint in China such as 2nd and 3th tier cities and Northern and Central part of
China, in collaboration with Insearch as needed

» Collaborate and develop innovative counsellor engagement program to encourage high level of product knowledge and
brand loyalty

e Continue to investigate new ways of attracting and converting students during the pandemic period via Overseas Online
Learning Centres (OLC)

» As an important development in responding to the pandemic, the OLCs aim to mitigate lower student number and to
provide students with opportunity to study with UTS in a better facilitated environment. The OLCs were carried out in
China with a view to completing later in Sydney and this model has since grown in importance given the uncertainties of
the COVID impact

» ltis important to continue the OLC model in China during the COVID period, this model should also be considered and
reviewed in the post-COVID period for its suitability to continue. The post-COVID review will be affected by a variety of
considerations such as the process, partners, numbers, visa policy and Chinese MoE policy on online learning in the
post COVID period.

e Continue to

» Maximise promotion and PR of UTS, to feed into recruitment efforts. This requires a more planned approach to align
recruitment and marketing/PR activities.
» Improve the collaborative effort in conversion activities

1.2 Pathway/articulation and Transnational Education (TNE)

Both TNE and pathway are frequently used to recruit student by collaborating with overseas universities. Majority of the TNE and
pathway programs include a period of study with the home university and a period study with the host university for the purpose to
obtain one or two academic degrees. The main difference lies in the compliance and operation. In particular, TNE tends to require a
higher level of involvement from UTS, e.g. for UTS academics to deliver teaching at the partner university, or to be closely involved
in the recruitment activities run by the partner universities. All TNE programs need certain level of government approval, e.g. MoE
approval. TNE students can choose to complete the UTS component by coming in Sydney or staying in China. In comparison,
pathway/articulation programs are more straightforward, which concern more on the RPL recognition. Pathways appear to be more
flexible in delivery and do not require government approval in general.

TNE and pathway teams are currently separated at UTS, which works given the differences on operation and compliance. However,
since both programs share the same objective (recruitment) and main feature (cross university collaboration), it is also possible to
consider combine these two models under a single recruitment umbrella. This strategy chooses to separate TNE and pathway based
on the current admin model at UTSi.
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1.2.1 Pathway and articulation programs

Now@UTS

Currently UTS has 9 active pathway partners in China, mostly with Business and FEIT, and most operate under a 2+2 model. Most
students have come from a small number of pathway providers, with smaller numbers coming from individual other partner institutions.
Besides those 9 partners, there are other pathway partnerships that were set up that have resulted in very small or no numbers (refer
Appendix B). New partnerships are currently also under development, including in Guangdong (via an education agent) that has the
potential to results in strong cohort numbers._

5213

s.2.1.3

Future direction

Going forward, UTS could consider developing a pathway strategy to maximise current partnerships and create best partnerships
and models collaboratively by UTSi and Faculty. Following shall be considered:

e Existing pathway partners to be considered for pathway arrangements with other faculties where possible

e Increased support for partnerships from faculties, including helping partner universities in the area of academic capacity
building
Considering new models as appropriate for existing / new partners in China

e Consider new models for existing partners where the current model does not result in an active pathway student stream
For faculties where limited pathways currently exist, consider if there would be appropriate partnerships that could result in
strong student cohorts

e Consider pathway-specific package for students and partner universities, e.g. specific scholarship / offer of subsidised study
tours or virtual short courses

1.2.2 Transnational Education (TNE)

UTS has strong TNE arrangements in China, as outlined below. The purpose of TNE arrangements are multi-fold: to recruit and
teach students overseas without the need to come to Australia; to offer pathway options; to promote the UTS brand overseas; to
strengthen relationships with the university partner and as a result, build relationships with local industry partners.

These arrangements are governed by its own strategic leadership committees, which also set the strategic direction and monitor the
operations of these arrangements.

Currently TNE arrangements do not encompass all faculties. There may be options for other faculties to consider a model and partner,
based on potential projected student numbers and broader impact of the relationship.

e SILC (SHU)

The SILC program is a cooperation between UTS and Shanghai University and is a longstanding program. Insearch, the Faculty of
Business and Engineering & IT are involved in this relationship. Students can study fully in China or choose to undertake a pathway
program to UTS.

A recent review of the SILC scholarships aims to increase the transfer rate to UTS. The current upgrade of the UTS Learning Centre
at SILC aims to form a closer collaboration, better management of all UTS and Insearch programs, enhanced recruitment and
supervision of jointly appointed as well as support to FIFO UTS staff and better industry engagement, more short courses and micro
credentialing, and regular report to both universities.

Shanghai University is a research partner to UTS faculties, in particular to FEIT, as well as Science and FASS. There could be
potential to expand the relationship to other faculties, as consider new pathways in other degree areas. In addition, UTS, as a study
destination, is under-promoted at SILC currently. This strategy is therefore suggesting a stronger UTS branding and promotion on
campus in the next 3 years.

e Hebei Normal Joint Program

The Faculty of Science teaches subjects into this program, where students have the opportunity to undertake a pathway to UTS. This
is a relatively recently established joint program that could result in positive cohorts of students to UTS. The joint program also is
important in terms of brand recognition and PR. Results are to be seen in the near future.

e NEU Joint Institute: Sydney Smart Technology College (SSTC)
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This is an MOE approved program. NEU and UTS will co-deliver the UTS engineering and statistics curriculum at NEU. Students
can either spend 4 years at NEU to graduate with a NEU degree, or pathway to UTS following completion of 2 or 3 years at NEU.
Drawcards to students in this program are:

» Inclusion of UTS subjects in the joint curriculum, and exposure to practical UTS teaching

»  Opportunity to pathway to UTS and gain both a NEU UG and UTS UG or PG qualification

» Opportunity to, at a later stage, participate in UTS-NEU joint research activities

The SSTC will have cohorts of 300 students per year pathway to UTSs213

. The SSTC will be an up-front investment and strong
conversion efforts will be needed to maximise students taking up the pathway options but could result in significant student cohorts.
The SSTC also plays an important role in UTS brand building in northern China; and in setting up considered industry partnerships,
in this case NEUSoft, which can result in joint academic work and student research projects.

e EIC Academy

Insearch in partnership with EIC Group one of both UTS and Insearch’s largest agents, delivery the academic English program in
Guangzhou and Beijing. This a profitable commercial venture for both parties and is a language pathway for students prior to study
at the Sydney campus. It also provides language training support to the UTS pathway program in Hebei.
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Research

Research partners, models and areas of focus

Now@UTS

Research collaboration with Chinese partners, institutional partners and industry partners, has increased substantially over the years.

Contract research - Joint research contributes to research income. In 2018, the most significant funding year, collaborations
with China resulted in approx. AUD$5.5 million (refer Appendix C). Joint publications as a measure of collaboration are strong.
In 2019, there are around 600 joint publications that include UTS researchers where the primary country of funding (funder) is
China. Joint research also contributes to growth in rankings; UTS brand building in-country; greater bilateral understanding
and closer cooperation; and increased opportunities for industry engagement.

Joint Research Centres (JRCs) - In terms of current formal agreements, UTS currently has 19 Joint Research Centres (JRC)
in China, including most recently a Joint Lab with Shanghai University. Some of the JRCs achieve substantial joint publications,
joint supervisions, research income, but this is inconsistent across the JRCs.

KTPs - In addition, the UTS KTP comprehensive KTP partnerships have resulted in substantial bilateral academic movement
and deepening and broadening of collaborations. The KTP program and partnerships have recently been reviewed, the result
of which may give further insight into existing China KTP partners.

The recently developed ‘International Research Engagement Framework’ guides international research engagement and as
such is an excellent resource for staff considering establishing partnerships in China.

Risk management - there is risk attached to some of the research engagement with China, more so in some areas than others:

Research UTS undertakes needs to align with the Guidelines to Counter Foreign Interference in the Australian University
Sector. Work is already being undertaken by UTS to ensure compliance, including for research with China. Where this will be
important to take into consideration is when setting up new research collaborations, and when reviewing and renewing existing
agreements

While the ‘International Research Engagement Framework’ aims to be an overarching guideline for international research
engagement, it also aids with the process of ensuring due diligence and risk assessment of new university and corporate
partnerships.

Defence Trade Controls are already managed by existing research approvals via the Research Office but should be continued
to be highlighted to researchers when first considering a partnership.

IP: because of existing due diligence processes and relevant clauses in agreements, IP is safeguarded in this respect.

Future direction

To date, perhaps with the exception of the KTP arrangement, there has been a less strategic approach to establishing some of the
formal agreements. Many of these are based on individual researcher relationships. This is a valid way of setting up collaborations
that works well in many examples. However, going forward, a more strategic view on existing and new partnerships may strengthen
the engagement with China including the following areas:

Existing partnerships/ partnership agreement renewals

» Focus on the existing partnerships that have had proven impact; the ones where there is potential for cross-Schools
and cross-Faculty collaboration and in this case try to extend the relationship to colleagues
Not renew partnerships where there are either limited proven outcomes or where a partnership is no longer desirable
JRCs should have consistent and yearly reporting mechanism, reflecting on achievements and impact
A review of the current JRCs is imperative with a goal to establish guidelines in partnership due diligence, assessment
& approval, resourcing, KPI setting, management, review & reporting as well as disestablishment

Y VYV

New partnerships
» When considering new partnerships in China, the ‘International Research Engagement Framework’ research
engagement principles should be followed in first instance noting that the implementation of this may differ across
faculties
» Avoid having a large number of partnerships that are focused on a single bilateral researcher relationship, it will need
to be highlighted from the start that academics on both sides are expected to work with colleagues where possible, and
broaden the relationship from the start to include multiples Faculties or disciplines

Partnership management
» Encourage pro-active engagement in areas of UTS particular research strengths. To date UTS has extensive research
collaborations in computer science, Al, robotics. While these are some of the UTS strengths where we want to continue
to operate, there are other fields where we can drive partnerships in new areas, to achieve a more balanced and less
risky portfolio or research engagement. Areas mentioned at CWG discussions are ‘Environment and Clean Energies’
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and ‘Medical Technologies’ however Faculties could recommend most suitable areas for this purpose, noting these
should also feed into research needs in China.

» In order to reach alignment across UTS on areas to focus attention and to decide which partners to work with, an
ongoing working group could facilitate discussion and following actions. This working group would research
engagement in China as well as in other countries. This more focused international and China engagement will sit
under the broader umbrella of the existing UTS Research Strategy that already outlines some of the focus areas.

e Industry partners
» Many UTS researchers already work with industry partners on research projects and grants. In terms of industry
engagement, the broader research engagement outlined above apply.
» The UTS Shenzhen presence should be leveraged across faculties to connect with industry partners

e Promotion of UTS research capabilities. Having increased its rankings rapidly in the last 15 years, UTS started to gain a
stronger research reputation in China, particularly in the highly ranked disciplines. There is however room for further
improvement of promotion of UTS research capabilities, via:

» Shenzhen office that is in an ideal position to promote to university partners and industry partners

» Increased PR efforts: maximising key researchers and their excellent reputation in China-specific planned PR
opportunities

» Academic and research student mobility already is an effective way to promote collaborations and can tie into
increased PR efforts. When key researchers travel, ensure we maximise their PR exposure.

2.2 Collaborative PHD degrees and HDR students

Now@UTS

UTS currently has 16 collaborative PHD agreements (JDDs) with universities in China. Together with HDR students coming from the
KTP partners, there have been around 103 students enrolled in collaborative PHD programs from China (status “Admitted, Under
Examination”, “Passed”) out of over 150 applications. Collaborative PHD degree agreements apply UTS-wide, however most were
proposed and supported by FEIT. In addition, 372 students from China are currently enrolled in a non-collaborative degree program

(refer Appendix C).

Researchers by and large note that HDR students play a pivotal role in conducting research, strengthening partnerships with Chinese
universities via co-supervision, and increased joint publications. Researchers also note that in some areas, it is in fact very difficult
to attract local students to undertake a PHD, while students from China are well prepared for the endeavour and keen to pursue
academia as a career. The UTS Graduate Research School, together with faculty representatives, attends the yearly CSC fair, an
important source for stipend support for Chinese PHD students. On some occasions, UTS provides a top-up amount to support the
external stipend students receive._

Currently, as a result of COVID-19, some students are unable to commence their PHD study without a student visa, and mitigation
of this could be considered.

Future direction

e Extend the collaborative model to include other faculties, with appropriate university partners in China. Noting that, in this
model, UTS could cover the IRS tuition scholarship if students receive a stipend scholarship from the Chinese university, or
from an external source.

e  For existing collaborative PHD degrees, while information is available on the UTS website on some of these, consider methods
for further promotion of these degrees to prospective students, in order to attract the highest quality students.

e Areview of current collaborative PhD programs, with a goal to establish guidelines in programs due diligence, assessment &
approval, resourcing, KPI setting, management, review & reporting as well as disestablishment. Tuition fees and stipends
(including top-ups) can be a part of this review.

e For newly proposed collaborative PHD degrees, ensure proposers from the start have colleagues at UTS and the partner
university involved, so the agreement applies to and is promoted across multiple faculties.

e Recently a new model has gained interest from university partners in China, where students complete a single UTS degree,
receive IRS tuition scholarship if the partner provides stipend support (and students meet academics and language
requirements). This model is popular as universities in China set a maximum number of students that one researcher can
supervise, hence limiting the overall PHD positions. UTS could propose, to select partners, a model where an UTS scholarship
is available only for a certain percentage of applicants, and the partner pays the UTS tuition fee for the other percentage of
students.

e Post-COVID as well as longer-term, consider the option of a PHD model where students could commence (and possibly
complete) a PHD degree without a student visa. Appropriate mechanism, requirements, arrangement and agreements need
to be discussed further

e Industry PHDs: if relevant to faculties, a model of developing a (collaborative) industry PHD program with select partners in
China could be considered on a faculty-by-faculty basis.
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e As part of the Fit for 2027 projects, given recent lengthy delays in visa processing, exploration of an offshore PhD program as

well as offshore to onshore transition mechanism is currently underway. UTS Shenzhen Institute can be utilised as an OLC for
HDR students in China.

Good practice example: active research via UTS-SHU Joint Research Laboratory
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3 In-country presence

Now@UTS

The UTS offshore offices were set up with the intention of optimising the UTS in-country relationships and opportunities for recruitment
and research (refer Appendix E).

e  Beijing Ltd

The Beijing office focuses mainly on support for KTP, pathway arrangements, communications, media & social media, recruitment,
alumni, and government relations. The team in Beijing also provides market intel. Insearch China staff including recruitment and
admissions are co-located There is scope to further strengthen the relationship with faculties, and this may be most productive tying
into the broader UTS China recruitment and pathway strategies and plans. This support for faculties function is to be explored further.

e Shenzhen Ltd

The Shenzhen presence focuses on research contracts and further strengthening research partnerships. Currently FEIT and Science
have the most active projects running and leads via the Shenzhen presence, linked to those research areas where most Chinese
interest lies. In future, other faculties can work closer with the Shenzhen office to explore opportunities in their preferred research
areas, and to be decided who at UTS should be approached for this.

e Insearch Shanghai Limited

With offices in Beijing, Shanghai and Guangzhou, Insearch has a strong presence in China. Insearch offices focus on recruitment.
Insearch already works closely with UTSI.

Future direction

e Further strengthened engagement between UTS — Insearch; and between UTS — Insearch — Faculties, including
leveraging Insearch and UTS offshore presence.

e UTS faculty engagement: maximise opportunity for student recruitment and PR of travelling UTS academics in China.
Faculty updates in terms of new programs / research achievements / other news are also important to attract new students
and for broader UTS brand building in China.

e Alumni engagement: Alumni stories send a strong message to prospective students and local alumni could be leveraged
more

e Recruitment and PR: noting that there is the need for a more planned and formal approach to recruitment activities and
PR activities. A shared calendar across Insearch, UTSI and faculties could be a start to a more planned and targeted
approach.

5 2,018

e Regular updates from offshore offices where possible, on matters ranging from market intelligence to its recent activities,
or potential business opportunity, or anything relevant to the university’s positioning in the country, so ideas and practices
across the units can be shared.
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4 Short form of learning

Now@UTS

UTS currently offers a range of short courses and executive education programs to its students, alumni and partners. Study tours
have traditionally been quite popular for Chinese clients, mostly managed via an education agent, often carried out through the study

tour team at UTSI (or earlier Access UTS). S48
I

Future direction
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5 Alumni

Now@UTS

Alumni group in China is important for broader relationship building, brand building and recruitment. A strong alumni story sets an
excellent example to students and parents of what is possible by completing a UTS degree in terms of career outcome, which is an
important consideration for choosing overseas study. Alumni connections also play a vital role in philanthropy.

An alumni strategy is currently operational and that includes China as a key market, with its own strategic approach. Alumni groups
are already active in China. UTS also holds regular alumni events. In addition, alumni page will be released shortly on the new
Chinese-language UTS website, thereby highlighting Chinese alumni achievements to prospective students

Future direction

In addition to the existing strategy and activities, there are a number of actions that can complement the existing alumni strategy and
efforts:

e Alumni enjoy connecting with UTS senior leaders and researchers. Faculties to inform alumni when outstanding academics
travel to China to fully leverage their travel, e.g. by hosting a small but strategic dinner

o Offer select short courses to alumni, including from China, for professional upskilling

e PR thatincludes UTS alumni are a good opportunity to strengthen the UTS brand. Currently in planning phase for (virtual)
panel events later in 2020 and potentially for next years on a more regular schedule. Could consider such events in
collaboration with key partners in China

e  Opportunity to develop more China-specific alumni profiles that could be used for various activities, including recruitment

Good practice example: Collaborating with Law Alumni in China









GIPA2021/04 - doc 1

DAB

FASS

FEIT

FTDi

GSH

Health

Law

Science

Total

Source: IAMS

Popular courses
The popular courses at UG level diverse among Business, FEIT, FASS and Health while PG popular courses are mainly within
Business.

Headcount of Top 12 UTS Coursework Courses from China in 2019

Course Level Course Name 2019
Code Commencement

Source: iIAMS

Appendix B: Pathway partnerships

There is a steady increase from pathway providers (non-Insearch). Up to 2020, UTS has 9 active pathway providers in China.
These providers secured high conversion rate students via the established channel.

Headcount of UTSI pathway commencements by Year (non-Insearch, China)

App Status/Year 2017 2018 2019
Acceptance 63 73 117
Application 113 114 176
Conversion Rate 56% 64% 66%

Source: iIAMS
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Appendix D: UTS China office - Key Functions

UTS Beijing
e UTS branding and profiling in China
o Key Technology Partnership collaborations
e Media and communications especially new and digital media
e  Support other UTS projects and work lines in China such as recruitment, OLC, TNE & pathways
[ ]

Support Faculties’ China development (particularly on recruitment and partnerships)
Identify and explore new business development opportunities, provide market information

UTS Shenzhen

Provide access to future research and commercialisation opportunities in the Greater Bay Area and other regions in China
R&D and contract research across the fields of innovative mechatronics, computational intelligence, smart cities, and
additional disciplines over time

Collaborative HDR

Support student work experiences, internships, start-ups

Appendix E: Insearch Online Training

Insearch Shanghai office has a special position, which is responsible for delivering systematic and consistent online training to agents
in the areas of product and admissions knowledge and key selling points. This is to address the constant change of counsellors in
the agent offices and maximise UTS and Insearch exposure via this regular and on-going online engagement. Here is the training

summary of 2019.
No. of No. of No of partner -
Month training attendees involved Training content
February 3 124 3 Scholarship, VEPT, Leadership, Admission update, course briefing
1. Scholarship, VEPT, Leadership, Admission update, course briefing,
overqualified
March 7 272 7 2. Application and payment tips, GTE/GS, update international curriculum entry
requirement, package CoE etc.
3. Insearch product training
April 1 10 1 UTS and Insearch KSPs, Insearch products
Ma P 66 2 Scholarship, product knowledge, Con CoE, U18 student accommodation,
Y Overqualified, WeChat pay and Ali Pay
June 2 39 2 Business, IT, Engineering, Design and Communication Course highlights, pathway

and other Insearch updates

1. New counsellor training (UTS ranking, Insearch product, UTS big five and

pathway
July 5 218 5 2. UTS Big Five and Insearch Pathway, Insearch Update (SOP, Overqualified,

U18 student accommodation, new payment)

Auaqust 3 67 3 1. UTS Big five, updates of homestay, payment and SOP
9 2. Admission updates (GTE, COE), scholarship, Leadership, My UniLife
September 3 89 3 UTS Law and Insearch pa hway
November 1 6 1 UTS Big Five and Insearch products
December 7 153 7 Scholarship, Insearch update (nursing, architecture), Entry requirement

(international incl), My UniLife, Student support

Total 31 920 34
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Attachment 1

UTS Internal

THE SEM CHINA WORKING GROUP TERMS OF REFERENCE (TOR)

UTS INTERNATIONAL 14 APRIL 2020

SPONSOR: IAIN WATT, DEPUTY VICE-CHANCELLOR (INTERNATIONAL)
CHAIR: LEO MIAN LIU, VICE-PRESIDENT GLOBAL PARTNERSHIPS & DIRECTOR UTSI

MEMBERS: (ALPHABETICAL)
PROFESSOR IAN BURNETT, DEAN, FEIT
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Purpose
The purpose of the Working Group is to capture a whole of university view of China related activities
and issues, identify opportunities and report to the University Senior Executive Meeting (SEM).

Governance
The Deputy Vice-Chancellor (International) is the Group Sponsor, with meetings to be chaired by the
Director, UTS International.

Timing
The Working Group will meet every two months, with the inaugural meeting in April 2020.

Working Group member’s roles

Group members and invitees will be required to instigate discussions around the University’s current
and future activities and issues related to China, and to identify opportunities. It is expected that
relevant regulatory and market situation both at home and in country are included in discussions to
ensure the capture of both internal and external factors. Discussions and recommendations will be
summarised and reported to SEM every two months.

Members and visitors
Non-members may be invited to the Group as required, subject to approval from the Sponsor or the
Chair.

Review

The effectiveness and membership of the Working Group is to be reviewed no later than December
2020.
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The below figure represents the number of journals published per year (2014-2019) that
include UTS researchers where the primary country of funding (funder) is from China.

Number of journal publications per year (2014-19) that include UTS
researchers where the primary country of funding is China
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SENIOR EXECUTIVE MEETING (SEM)

MEETING DATE: November 2020
SPONSOR’S NAME: Iain Watt, Deputy Vice - Chancellor (International)
AGENDA ITEM: Disentanglement - UTS China Activities Worst Case Scenario

Executive Summary

This paper examines the implications in the event of a major disruption of the bilateral
relationship between Australia and China, such that some or all UTS activities in China and
directly related to China may be forced to cease with or without notice. The paper draws to
attention revenue, reputation and brand, partnership, staff and student impacts across a range
of activities.

For UTS research collaboration with China, joint publications and joint research would be
inevitably impacted. In 2019, there were approximately 600 joint publications where the
primary country of funding is China. The number of publications co-authored with Chinese
institutions has been steadily growing, over the last 4 years the number of co-authored
publications has almost doubled from 587 in 2016 to 1,164 in 2019. UTS currently also has 19
joint research centres (JRCs) in China, including most recently a significant Joint Lab with
Shanghai University. Some of the JRCs achieve substantial joint publications and joint
supervisions. 7.4% of overall UTS external research income comes from China. s2*2

. UTS currently has 16 collaborative
PhD agreements with universities in China with circa 50 students enrolled, including those
with KTP partners. In addition, 372 students from China are currently enrolled in a non-
collaborative degree program. These HDR activities would greatly diminish should the worst-
case scenario happens.

International coursework student recruitment can suffer significant loss. Currently 50% of UTS
international students come from China. A drop in student numbers could lead to as much as a
50% loss in commencing international student revenue. In the first year, this could amount to
as much as 5222 escalating to over 5242 over the next three years as it starts to
affect the continuing student revenue. It is assumed that enrolled continuing students from
China would be able to remain on campus (or study remotely) until finishing their study with
UTS and not be required to terminate their studies or return immediately to China, while new
students might not be able to commence their study with UTS.

Pathway and transnational education activities that pose revenue losses are the SILC Business
School with Shanghai University, estimated currently at $2*2 per annum with a caveat
that further analysis of actual revenue loss would be required. Adding to this, if students cannot
articulate to on campus studies in Sydney further losses will be felt, ranging in the first year
(2021) from $s2*2 for another partner 522 . BB
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[5.24.2

Revenue generation of our Online Learning Centres, UTS’s key international initiative this
year, would diminish or extinguish, totalling approximately $16m if Summer 2020 and 2021
cohorts are affected. Additional revenue streams leveraging from the OLCs such as offshore
online studies would also be impacted and could be significant. $2*2

Due to the political nature in the eventuality of needing to cease activities minimal reputational
damage to UTS is expected. However, brand recognition in China and future marketing efforts
may diminish if Australian websites and social media channels are banned. Use of student
recruitment agents for promotion will be challenging as agents may divert attention away from
Australia to other countries, and significant loss of market share will be a reality. UTS Beijing
Ltd would not suffer in terms of brand, but would need to consider impacts of any closure on
the safety and wellbeing of staff. This indeed applies to OLCs, SSTC, SILC, HBNU and UTS
Shenzhen (if staff in place). Similarly with Insearch’s China entities. UTS Shenzhen will suffer
relationship damage due to its cooperation agreement with the local government. Careful
management would be required to reconvene and maintain the groundwork and developments
to date if possible at all.

With respect to students, UTS is obliged by its duty of care to teach out students at SILC. Both
SSTC and HBNU students are not enrolled at UTS while they study in China and so UTS
would have no obligation of teaching out for them. Similarly, there is no obligation to teach
out OLC students, though UTS may choose to do our best to minimise impact upon studies of
those affected students. Students with our KTP partners, most prominently collaborative PhD
students, would need to be supported and assessed on a student-by-student basis including
determination on whether a dual degree program can continue as per the terms of the existing
agreements or whether the student may continue as a UTS-only student and be awarded a UTS
PhD for the work undertaken and thesis examined. All student safety and provisions need to
be adequately addressed and provided.

With respect to staff, UTS staff travelling in country would need to return immediately (or be
evacuated via International SOS or Australian diplomatic/consular missions), and be provided
with logistical, HR, financial and counselling support. Second, locally engaged UTS staff,
depending on their citizenship and residency, Australian citizens and permanent residents (and
their families) would need to return or be evacuated and be provided with the necessary
support. Chinese citizens with permanent residency may or may not be allowed to return,
hinging upon whether their residency is “recognised”. Chinese citizens (or third nationalities)
without Permanent Residency would need to be paid out according to their contract with UTS
and provided with other necessary support. UTS may have further obligations to assist these
staff, depending on circumstances. The third group would be the jointly appointed academic
staff with our partner institutions, of whom there are currently about 12-14, all Chinese citizens
with no Australian residency rights, they would need to be paid out as force majeure clause
may kick in for their employment contract with UTS. Other obligations, processes and costs
to UTS need to be ascertained with these staff depending on the eventualities.

Recommendation

It is recommended that SEM notes, discusses these impacts and advise if further analysis is
required.
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UTS has a long history of working with China, this paper attempts to explore impacts upon
below key UTS activities in case of a major disruption of the bilateral relationship:

Research and HDR

Transnational education and pathway programs
Online Learning Centres

Coursework student recruitment

UTS entities in China

Research and HDR

Key Technology Partners

Publications with Chinese KTP co-authors would obviously be affected, the number of co-
authored publications with KTPs over the period 2017 to date has been 443, this represents
less than 17% of the total co-authored papers with Chinese institutions over that period. There
would be some loss of expertise on UTS researchers’ applications for grant funding available
in Australia, which could result in those applications being less competitive, although this is
very hard to qualify in any meaningful way. Applications in train including Chinese researchers
may have to be withdrawn or substantially amended if UTS disentangles from China, existing
research that is subject to funding agreements may need to be varied if Chinese collaborators
had to be removed from the research team.

Reputation

Damage to UTS from withdrawing from current projects/collaborations, and those at an
advanced stage of planning, is inevitable due to the severity of the scenario. This might include
commitments to publish, to commit funding, to present jointly at conferences, etc., which
would have to be withdrawn, at possible financial risk to partners as well as UTS.

Revenue

Possible revenue loss would be felt by UTS through international/Australia-China research
funding opportunities being lost, although given research funding awarded in China generally
has to remain in China, the impact would most likely not be substantial. Whilst our Joint
Research Centres (JRCs) are generally set-up with the expectation that they will generate
external funding from industry or research funding grants, in practice the amount of external
funding generated that is directly linked to JRCs has been negligible. One exception is the
Australia-China Science and Research Fund Joint Research Centre for Point-of-Care Testing
with SUSTech, led on the UTS side by Distinguished Prof Dayong Jin, UTS received $936k
from the Commonwealth Government for the Australian side of the JRC.

There may be a need to terminate agreements (MoUs, KTPs, JRCs), although there would be
no directly related revenue questions. JRC activity on each side is funded by the side
undertaking the activity (e.g., travel to/from China) so no payment would be required from one
party to the other. Visiting Fellow programs with KTPs operate in a similar fashion — there
would be no immediate revenue implications from having to terminate such agreements, unless
in case of dispute (highly unlikely, given all agreements have a “written termination” clause
and note that the agreement does not constitute a partnership in the legal sense).
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While not a revenue implication, the University may need to bear additional costs associated
with HDR students undertaking a collaborative (dual degree) between KTP and UTS.
Currently UTS covers one-year living stipend for each student whose “home” university is the
KTP. Circumstances may cause us to consider providing additional year(s) support to students.
The only exception to this would be agreements struck with SUSTech. Currently, an internal
project group is proposed to look at all UTS activities with SUSTech to ascertain our
commitments and liabilities, hence further analysis is deferred to conclusion of the project.

Staff

As analysed further in later sections, the most substantial challenge to UTS staff would occur
in a case of any staff being in China and having to be repatriated and/or in danger of being
detained in China. This would cause substantial logistical and reputational risk for UTS, and
put the individual researcher(s) in question in serious peril. Diplomatic/consular, International
SOS and UTS support would most likely be limited and the physical and mental well-being of
any UTS staff caught in such a situation would be at severe risk. Opportunities for UTS staff
to engage internationally, to enhance their international reputation and reach, source high-
quality PhD students, and boost their research output, would be lost.

The KTP Visiting Fellow programs could be cancelled at short notice with little to no material
impact — there may be a need to pay for cancelled bookings (airfares, accommodation), but
these would most likely not exceed $30k even in a worst-case scenario. There may be a need
to assist with the return to China of any KTP/JRC academics in Australia at the time of any
serious rupture in the Australia-China relationship, but this would most likely be a relatively
simple process in comparison to undertaking a similar operation in reverse.

Partnership

Having to withdraw would be a process of notifying partners of our intention wherever
feasible. An accelerated withdrawal could be legally difficult but would most likely be possible
without having to resort to legal action; a formal letter of explanation and intent to withdraw
would most likely be sufficient. There may be related research contracts or other commitments
that would require legal input and advice in the event that these needed to be cancelled or UTS
needed to withdraw; financial implications (such as penalty clauses) would be unusual but
possible, depending on the contract. Such contracts would be more likely with industry
partners, which are not explicitly considered in this paper.

Students

We have seen that it is possible to repatriate students promptly with the support of International
SOS in the event of a public health issue, such as the COVID-19 pandemic, but a major political
event would present much more challenging circumstances. There would likely be substantial
time and funding required to bring students back to Australia safely.

Any major event between Australia and China which required such measures would also
clearly have an impact on students here. These would include exchange students from KTPs,
but most prominently PhD students undertaking collaborative PhD. UTS would need to assess,
on a student-by-student basis, whether the dual degree program can continue as per the terms
of the existing agreements (i.e., for both institutions to award the degree upon completion of
the examination process) or whether the student may continue as a UTS-only student and be
awarded a UTS PhD for the work undertaken and thesis examined. Will need to explore with
UTS legal services the implications of any potential need to terminate the agreement on
collaborative PhDs, the force majeure clause may kick in as well.
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Any student unable to complete a collaborative PhD should be able to return to their home
institution in China to complete, as they are required to be enrolled at both institutions; thus
there would be some impact on each student involved, but not necessarily an unacceptably
harsh impact. There would be some impact on research output at UTS, with a need to
reconsider some research projects or find other PhD students to step in to work on ongoing
projects. There is a potential trail of contracts and research funding that could be impacted and
which would need to be amended, cancelled, or into which other resources would need to be
added by UTS, in order to complete any research commitments made. UTS currently has 16
collaborative PhD agreements with universities in China with circa 50 students enrolled,
including those with KTP partners. In addition, 372 students from China are currently enrolled
in a non-collaborative degree program. These HDR activities would greatly diminish should
the worst-case scenario happens.

Besides KTP related activities, UTS has broader research and HDR activities in China. In 2018
and 2019, research income from China represented 7.4% of overall external research income,
this also represents approximately two-thirds of our international research income for those
two years. (322

).
FEIT are most reliant on research income from China, s212
and hence would be the
most impacted in terms of research income should that activity need to cease. Around 3% of
Faculty of Science research income over the same 2-year period was from China, with the rest
of the university with negligible or zero research income.

In 2019, there were approximately 600 joint publications that include UTS researchers where
the primary country of funding is China. The number of publications co-authored with Chinese
institutions has been steadily growing, over the last 4 years the number of co-authored
publications has almost doubled from 587 in 2016 to 1164 in 2019.

Joint Research Centres

Joint research also contributes to growth in rankings; UTS brand building in-country; greater
bilateral understanding and closer cooperation; and increased opportunities for industry
engagement. UTS currently has 19 JRC in China, including most recently a Joint Lab with
Shanghai University. Some of the JRCs achieve substantial joint publications and joint
supervisions but this is inconsistent across the JRCs.

International coursework student recruitment

Escalation of geopolitical tensions has the very real potential to make it difficult or impossible
for Chinese prospective students to enrol in Australian institutions, creating significant
financial loss, damage including loss of brand recognition and impacts on recruitment staff
based in China with UTS Beijing Ltd.

As it becomes difficult for Australian universities to recruit students from China, there will be
increased competition to recruit students from other key markets in South Asia and South East
Asia. Both these regions are price sensitive regions and with the current UTS fee levels and
intense competition faced from GoS8 universities, recruiting high volumes of students from
these regions to replace the shortfall from China will be difficult. Students that can afford the
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higher fee will opt for a Go8 University while those who cannot will opt to do a lower priced
degree.

China is also the main source for pathway students especially via Insearch. Escalation of
geopolitical tension will also have an impact on the number of pathway students recruited by
Insearch impacting the pipeline of undergraduate students to UTS.

Revenue

In the current environment more than 50% of the commencing international students at UTS
are recruited from China. A drop in student numbers could lead to as much as a 50% loss in
commencing international student revenue. In the first year, this could amount to as much as
B escalating to over 52*2 over the next three years as it starts to affect the
continuing student revenue.

Reduced brand recognition

As it becomes harder to place students at Australian institutions, the network of agents in China
will divert prospective international students to other countries such as the UK. As such the
UTS and Australian brand recognition in the market will diminish, eventually leading to a loss
of market share. If the website and social media content of Australian universities is blocked
by the Chinese government, as did happen to UTS website some years ago it will make it
almost impossible for UTS to promote itself in China and to service applicants and prospective
students. Without the web presence, UTS will have to increase its physical presence at
recruitment activities and will become more dependent on the network of agents and posting
our content on their websites to promote UTS (possibly having to provide more marketing
dollars to the agents) if feasible at all. As we will generate fewer leads a lot more effort will
need to be invested in nurturing these leads (eg: phone calls, emails etc.) to convert these leads.

Transnational Education (TNE) and Pathway Programs

In Mainland China, UTS has three major MOE approved TNE and pathway programs - SSTC
with Northeast University, SILC with Shanghai University, and the UG Biotechnology
Program with HBNU, plus a range of smaller articulation programs that do not require MoE
approval.

Reputation and Brand

In terms of reputation and brand, UTS would suffer no damage beyond that suffered by all
Australian education providers. Competitive positioning would not change concerning other
Australian universities, but, depending on whether other countries such as the US, UK, Canada
and NZ are similarly impacted there may be negative implications for all Australian
universities.

Partnerships

Depending on the nature of the broader disruption, relationships with partner institutions may
be impacted only temporarily, meaning that we would be able to resume swiftly, or more
seriously, meaning recovery might be years in to the future or never. In any case, UTS would
need to communicate to the maximum extent possible with partners.

SILC
This is the longest-running relationship in China of over twenty-five years and currently has
an enrolment of circa 3,500 students with dual UTS and SHU degrees or single UTS degree.
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Activities to close the WFOE would include paying out of contracts (rent, staff, services,
etc.,); legal services required to wind up the company; and taxes. Costs would need to be
itemised but expected to be in excess of $200,000. $2+2

Staff

Seven staff currently work for UTS Beijing including those supporting above OLCs and
student recruitment activities, with four based in the Beijing office. Any likelihood of
requiring UTS Beijing to close may be personally and professionally damaging to staff, and
or put them at probable legal or personal risk due to their association with UTS. As staff
employed by UTS Beijing are all Chinese nationals, there would be little to no formal legal
support UTS could provide. Such a scenario would also have an impact on the wellbeing of
colleagues in Sydney as well, through concern for their China-based colleagues safety. UTS
would need to provide any pastoral care support, particularly any available legal support, that
could feasibly be offered to staff in China, and ensure Sydney-based staff had access to
counselling and support as needed.

Reputation

Advice would need to be provided to partners, the Australian Embassy and Consulates, etc.,
but in such a severe scenario, the impact of the closure of the company would in itself not
have any substantial reputational impact. The only exception to this would be if UTS Beijing
staff were imperilled as a result of the event occasioning closure of the company. In which
case, UTS would need to provide all support possible.

UTS Shenzhen

Revenue and Expenses
UTS Shenzhen, similarly a WFOE as UTS Beijing, is a company still in start-up phase. 3

Staff

Hiring of in-country staff by the company has been paused since early 2020, this has helped
to curb expenditure in uncertain times, and means that should the company cease activity, no
locally hired personnel are affected. UTS based staff have worked on the project since
inception. Work allocation of three staff would be impacted as well, namely the UTSI
Program Manager, Strategic Initiatives, the Associate Vice-President (Research
Relationships China) and the Project Coordinator.

Reputation

It is likely that ceasing activity and thereby terminating the Cooperation Agreement with the
Futian District Government will cause relationship damage that would be hard to recover.
The fundamental rationale for the establishment of UTS Shenzhen is still valid, albeit abated
by the current conditions.
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Next steps

A more detailed analysis of impacts can be provided if required.
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Report Scope and Findings Summary

University of Technology Sydney engaged DXC Technology to conduct a Cyber Maturity Review (CMR) across
their organisation. The purpose of the CMR was to provide senior management with an understanding of their
organisation’s level of cyber maturity across all areas and s2t3 . This report
details the findings from the CMR, the resulting overall maturity score and a breakdown of scores per

domain. The report outlines any areas for improvement, provides benchmarking against industry peers and
provides a roadmap of cyber improvements that can be taken forward by the organisation.

DXC Technology carried out the Cyber Maturity Review (CMR) using DXC'’s standard methodology, as a high-
level maturity assessment which was comprised of a series of workshops and discussions with the University of
Technology Sydney's stakeholders and key management staff. The maturity assessment began in the week
commencing 25" May 2020 for planning followed by a series of interview and workshops.

The reporting output from the CMR is aligned to DXC Technology’s Cyber Reference Architecture (CRA) and it
was scored against DXC’s adapted version of the Capability Maturity Model Integration (CMMI). Additional details
of the approach can be found in Section 3 of this document.

The report is structured as follows:

e This section (Executive Summary) covers the review objectives and scope, an overview of current
maturity scores as well as key conclusions and improvement areas.

e Section 4 outlines the observations for each security domain, s213

e Information on the review structure, scoring and domain objectives can be found in the Appendix.

Scope

The Scope of the CMR was to assess the current maturity state of the security capabilities at University of
Technology Sydney through a series of extensive interviews with concerned stakeholders/staff members. The
assessment also involved a review of relevant documents to clarify and substantiate the responses.

Over 500 Questions were asked for all 12 CRA domains. DXC suggested 26 stakeholder roles for the workshops;
UTS then nominated staff members to respond to the questions. Some interviews required more than one session.
15 additional areas were added as advised by the CMR Governance Board which required additional time and
effort in completing the fieldwork, and report sections. For the 26 CMR roles, there are instances where one staff
member was delegated more than 4 CMR roles to respond; separate sessions were then conducted for each role
with targeted questions.

87 artefacts of various types were requested for the review, which are some of the UTS specific documentation
identified during the interviews. In response, around 180 different artefacts (or separate pages) were shared and
reviewed. This includes extracts from the UTS internal portal.

A Cyber Maturity Review is intended to provide a comprehensive view of the organisation’s security posture. It
should be noted that it not an audit, compliance review or a risk assessment - the CMR is not an in-depth
assessment of security design or of the detailed operating effectiveness of security controls. The CMR is used to
identify and highlight gaps in the overall security: capabilities that don’t exist, partially exist, or are not well
structured.






The grouped results are shown in Figure 3.

Domain Category Maturity

Security Strategy &
Risk Management

5213

Technical Security Cyber Defense &

Orchestration
Current Maturity Target
Figure 3. Category Maturity Summary
The Security Strategy & Risk Management category is s213 , scorings213 . Security strategy

should set the direction for the organisation’s security activities and recommendations are made later in this
report to address this low scoring area.

Cyber Defense & Orchestration has scored s213 atsz13 , indicating that University of
Technology Sydney is s213

All three categories are s213

Figure 4 below provides the scores in each of the 12 individual security domains. 5213

. Further detailed work will be required to prioritise all of
the security activities required for University of Technology Sydney to progress to the target maturity.

The highest scoring domain is s213 with a score ofs2t3 . The lowest scoring domain is s213
. s.213
high level road map in section Error! Reference source not found. will outline key
recommendations in all areas.



Security Domains Summary
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Figure 4. Security Domain Summary

Business strategy impacts
UTS is currently focusing on Vision 2027, a strategy to support future business models and goals with multiple
streams of initiatives pivoted around digital transformation. The strategy highlights a substantial increase in the
number of close relationships with external parties — both suppliers and customers. The Enterprise Learning
Model/Platform will involve many external businesses connecting to the UTS network and systems.

On the technology side, the Cloud First strategy is a driving factor for enabling agility and efficiency to support

future business models. I this CONtext, §21 [

Key areas of concern
During the assessment we have assessed the feedback and comments of the nominated respondents for
consistency and have also reviewed artefacts that were provided in response to our requests. s223



The overall score for UTSwas®* = security domains that make up the

assessment:

8. SR

c

It is apparent that security technology products have often been installed withszts

UTS has an excellent Risk Management framework, s213

Overall recommendations
An ad hoc roadmap was provided before the preparation of this CMR report which listed a high level program of
recommended actions/initiatives, made up of remediation, tactical, and strategic projects. These high level

recommendations still NOId true, S28.

The program Of ork 528 requiing strong
©XECULiVe SUPPOI. S48






Area Observation

People

Process

Technology

Table 2. People, Process, Technology observations
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Industry Benchmark
University of Technology Sydney's maturity, sza3

Figure 6 below shows the scores of the 6 most representative clients available in this industry based on number

of employees, number of branches and annual revenue.

Industry Comparison - Overall Maturity

4.5

4.0

3.5

3.0

2.5

Maturity

2.0
1.5
10
0.5

0.0
mClientA mClientB ~ Client C = Client D u Client E

Figure 6. Industry Comparison — Overall Maturity

Industry Comparison - Category Maturity

= Current Maturity —— Industry Average

Figure 7. Industry Comparison — Category Maturity

Figures 7 highlights how University of Technology Sydney iss2ts— 0
e -
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Industry Comparison — Domain Maturity

Strategy, Leadership & Governance
Risk & Compliance Management
Security Resilient Architecture

Resilient Workforce

Cyber Defense

Security Orchestration

Identity & Access Management
Infrastructure & Endpoint Security
Applications Security

Data Protection & Privacy
Converged Security

Physical Security

0O 05 1 15 2 25 3 35 4 45

= Current Maturity ~ == Industry Average  Target Maturity

Figure 8. Industry Comparison - Domain Maturity

Figure 8 highlights that the industry maturity is varied 528



Security Investment

The Average spending on Security iss213' %. The proportion of the UTS IT budget that is spent on Security has
not been determined.

A diagrammatical representation of the relation between IT security investment and Cyber maturity is provided in
Figure 9.

Cyber Security Maturity

5.0

4.5

4.0

3.5

3.0

2.5

20

1.5

1.0

0.5

0.0

—,——

14 13 12 11 10 9 8 7 6 5 4 3 2
IT Security spend vs. Total IT spend (%)

Figure 9. IT Security Investment vs. Maturity
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Maturity against BS ISO/IEC 27001: 2013 Clauses & Controls

University of Technology Sydney has requested an in-depth review against the security requirements outlined in
BS ISO/IEC 27001: 2013. The CMR is designed to assess not only the extent the clauses and controls exist but
also how far they are actually deployed in the University of Technology Sydney's cyber security environment.

University of Technology Sydney has achieved an overall ISO average score of s2i3 compared to the

§213 = The maturity scores for University of Technology Sydney against the BS ISO/IEC
27001: 2013 clauses are provided in Figure 10.

Current Maturity ISO Clauses

~—=|S0 Overall Average

Clause 4

Clause 5

Clause 6

Clause 7

Clause 8

Clause 9

Clause 10

0.0 0.5 1.0 1.5 2.0 2.5 3.0
ISO Maturity Score
Figure 10. Maturity against ISO 27001:2013 Clauses

Clause Observation

Clause 4: Context of the
Organisation




Clause 5: Leadership

Clause 6: Planning

Clause 7: Support

Clause 8: Operation

Clause 9: Performance
Evaluation

Clause 10: Improvement

Table 3. Observations on BS ISO/IEC 27001:2013 Clauses

University of Technology Sydney's maturity against BS ISO/IEC 27001:2013 Annex A Security Controls is shown
in Figure 11 below.
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Current Maturity ISO Controls

Information Security Policies

Organizing Information Security

Human Resource Security

Asset Management

Access Control

Cryptography

Physical and Environmental Security
Operations Security

Communication Security

System acquisition, development and
Supplier relationships

Information security incident management
Information security aspects of business
Compliance

0.0 0.5 1.0 1.5 2.0 2.5
ISO Maturity Score

Figure 11. Maturity Scores against BS ISO/IEC 27001:2013

Control Observation

Information Security
Policies

Organizing Information
Security

HR Security

Asset Management

Access Control

Cryptography




Physical & Environmental
Security

Operations Security

Communications Security

System Acquisition,
Development and
Maintenance

Supplier Relationships

Information Security
Incident Management

Information Security
Aspects of Business
Continuity Management

Compliance

Table 4. Observations on BS ISO/IEC 27001:2013 Security Controls

Conclusions & Key Concerns

University of Technology Sydney's current assessed maturity level is s2t3 against a target of s223 The outcome of

this assessment has identified S
I
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s2.1.3ands.2.1.4

DXC Technology Cyber Maturity Review Approach

University of Technology Sydney requested DXC Technology to provide a holistic view of their security
capabilities by conducting a Cyber Maturity Review (CMR) which inspects elements of people, process and
technology.

The review was undertaken by two Senior DXC Technology Consultants from the Cyber Assurance and Advisory
Practice who specialize in aligning business to security requirements.

The CMR assesses cyber maturity against measurable and defined criteria that integrate a number of industry
standards and good practices. The assessment structure is aligned to DXC Technology Cyber Reference
Architecture (CRA) shown in Figure 10 below.

The CRA is split into domains which are classified into 3 Categories:

Security Strategy and Risk Management: This category contains 4 domains that cover the management
and leadership of the organisation and assesses the drivers, strategy and how well these are cascaded
across the enterprise. As part of the category, the assessment includes risk management capabilities and
how successfully University of Technology Sydney deploys security solutions and creates a responsive,
security conscious workforce.

Cyber Defense & Orchestration: This domain enables the analysis of University of Technology Sydney's
ability to deal with security incidents by scrutinizing the areas of real-time alerting, tools and intelligence
utilization to effectively identify, understand and respond to incidents. Also under assessment in this domain
are the forensic and investigation capabilities, threat profiling activities and the use of security analytics and
baselining.

Technical Security: This category assesses the details of how the organisation deploys security and the
technical means that are in place to enable the functions such as identify and access management, network
security, data protection, and physical security.

Figure 12. DXC Technology Cyber Reference Architecture






Detailed Scoring

This report contains the results of the DXC Technology Cyber Maturity Review conducted for University of
Technology Sydney, which includes an indication of how mature its cyber security is, as well as detailing any
identified gaps. Where gaps are identified, high level recommendations are provided, which can be used by for
University of Technology Sydney for remediation. Details of relevant DXC Technology work packages are also
contained later in the report which can be commissioned to remediate the identified gaps and improve maturity.

It is important to note the definitions of the maturity scores in Table 3 above, alongside the diagrams below. The
current score puts for University of Technology Sydney's Cyber Security at CMMI: Levels213

Following the domain re-cap directly below, (Figure 11), is a detailed representation of the scores output from the
CMR, per each assessed domain and sub-domain. Each sub-domain is listed with a scoring rationale and
recommendations for maturity improvement. Additional information in relation to the Cyber Reference
Architecture and descriptions for each domain and sub-domain can be found in the appendix.

Security Domains Summary

Overall Maturity Target
si2:1.3
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Infrastructure & Endpoint Security
Applications Security

Data Protection & Privacy
Converged Security

Physical Security

0 05 1 15 2 25 3 35 4 45
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Figure 13. Domain Summary Scores
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Table 30. People Interviewed

Test Material Reviewed (Requested)







Table 31. Test Material Requested for Review
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Cybersecurity Strategy

The UTS cybersecurity strategy aligns to the DXC cybersecurity maturity framework, which in turn
aligns to the NIST framework.

It is structured around three cybersecurity domains in order to enable a holistic approach to people,
process, and technology

Strategy,
People &
Risk

How we define and manage our cyber
strategy, frameworks, policies,
measurement, reporting, governance,
staff, culture, risk management, and
compliance

Cyber
Defence

How we identify, understand, respond
to and contain security incidents.
Includes intrusion protection &
detection, network control, firewalls,
incident management, the Security
Operations Centre, and the operating
model used

Technical
Security &
Process
Excellence

The development and deployment of
principles, architectures, capabilities,
and processes to ensure our security
posture. Includes patch management,
vulnerability management,
development practices, procurement,
DR/BCP, identify and access
management, and loT
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Cybersecurity Workstreams

The UTS Cybersecurity strategy will be delivered through 10 workstreams, aligned to the three cybersecurity
ﬁ initiatives, to be delivered over 4 years

domains. The workstreams encompass

Workstream Goals — by the end of 2024:

Strategy,
People &
Risk

Cyber
Defence

Technical
Security &
Process
Excellence










































